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DEVOPS++

MAXIMUM ENGINEERING 
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DEVOPS IS JUST HYGIENE
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In an age when most enterprise software solutions 
are embracing the cloud, the default path to cloud 
adoption is DevOps. The dynamics of an agile 
business model warrants that the frequency of 
software releases to customers has drastically 
changed – what used to typically take a few 
months to reach the customer has to now be made 
available within a few days, or even hours. Industry 
majors such as Google, Amazon, and Microsoft are 
known to make releases public in a matter of a few 
hours.

Unlike large organizations that have sizeable 
budgets and market domination, startups and 
SMBs work with lean budgets and tight timelines. 
Consequently, the latter can ill afford the risks 
associated with building software that do not 
match the customer’s needs and expectations. 
It is for this reason that Startups and SMBs fully 
appreciate the need to fail fast. SMBs need to 
get the technology out for users to try out and 
quickly make changes needed to make sure that 
their users’ expectations are met. This has pushed 
accelerated adoption of DevOps as a practice.

DEVOPS++
“The complexity of product 
features, the availability 
of computing resources, 
the time needed to 
deploy on the customer’s 
technology infrastructure 
and environment…the 
variables are many. So not 
all Continuous Delivery 
pipelines are or can be 
similar.“

S Srinivasan
Chief of Agile Operations
Digitalonus 
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As businesses get into a frenzy over rapid go 
to market strategies and release times are 
crunched, organizational functions including 
development, testing, release and support 
are put under immense duress. To complicate 
matters, inconsistent practices and errors often 
adversely impact the quality and timeliness of 
deliverables. The task of setting up a consistent 
and predictable DevOps organization that meet 
the needs of a full business lifecycle is more 
challenging than ever before.

It is important for organizations to understand 
that not all continuous delivery pipelines 
are the same. Every organization has its own 
team structure, follows its own processes and 
standards, and uses a specific set of tools. 
Several factors such as the business need, the 
target audience, and the scope of the current 
go-to-market (GTM) plans affect the choices 
that organizations make in terms of people 
skills, tools, and processes. Add to this the 
constrained financial resources and the limited 
time available to SMBs and startups to hit the 
market, the need to get the pipeline right gets 
even more amplified. 

This results in breaking the continuum envisaged while adopting DevOps.

Validation against 
requirements and 

priorities

Risk dentification & 
management 

Capture of early user 
feedback to ensure the 
engineering team is not 

flying blind

While  faced with urgency and budget 
constraints, it is considered safe for 
organizations to strive towards establishing 
a DevOps pipeline that has worked for some 
other organization. Chasing such a one-size-
fits-all approach to DevOps would mean setting 
oneself up for failure. There is an imminent 
need to define the right delivery pipeline that 
works for your organization.

Today, most organizations view DevOps as 
the process of automating software builds and 
releases. For instance, with build automation, 
as soon as a developer checks in new or revised 
code an automated build can be triggered. 
This has helped in enforcing discipline among 
developers and make them take a second look 
at their code and identify issues early in the 
development cycle. 

However, by limiting automation to DevOps 
and with a narrow view of Release Engineering 
Automation, organizations are inadvertently 
alienating important activities across Quality 
Engineering and Support such as 

WHERE DEVOPS FALLS SHORT
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ENGINEERING PRODUCTIVITY - THE FIRST VICTIM

The consequence of DevOps falling short is valuable time lost by the engineering team in focusing 
on complexities outside the code such as classification of production issues, quality testing & 
automation, managing the environment and resolving operational issues. More often than not, the 
loss in engineering productivity introduces a lag in the agile engine and time to deploy. Engineering 
organizations can attribute their inability to maximize throughput to factors such as those described 
below.

HETEROGENOUS & FRAGMENTED TOOLCHAIN
While the abundance of choice in tools, utilities, frameworks, and technology infrastructure is a 
boon to organizations, it is extremely hard to create an integrated automated workflow across the 
toolsets and an integrated knowledge base.  
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SKILLS GAP AND COST ESCALATION
Given the diverse toolchain and environments, it is a challenge for SMBs and startups to hire 
resources across all DevOps activities. As teams start adopting modern architectural approaches 
such as microservices, virtualization and containerization, the DevOps pipelines need specialized 
skill sets. Any delays in staffing leads to substantial escalation of costs.

DEVELOPMENT AND TESTING SILOS
Development and testing phases are typically carried out in a sequential manner and most of the 
time developers need to wait for results of testing. Moreover, when issue reporting is delayed, the 
development and testing team end up with working in an unplanned and chaotic manner to fix 
issues and verify if the issues were addressed appropriately.

RESPONSIVENESS OF TECHNICAL SUPPORT
With the high frequency of fixes and updated releases pushed to live production servers, the 
technical support function in organizations are finding it difficult to keep pace with the tickets 
raised and addressing them in a timely manner.
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INTRODUCING DEVOPS++

DevOps++ can be thought of as a continuous 
integration and continuous delivery process 
that centers around two key concepts - 
productivity and outcomes. 
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As a consequence of the productivity challenges and inability to achieve true continuous delivery 
for the right outcomes,  technology startups are waking up to the reality that their conventional 
interpretation of DevOps creates more challenges than efficiencies for development and operation 
teams. To make sure that SMBs and Startups achieve the agility that is required in today’s business 
environment, it is imperative that they optimize systemic efficiencies, react faster to feedback, and 
ensure quality. True Continuous Delivery therefore, is more than just managing the build pipeline. It is 
all about end-to-end integration and relentless automation in the development workflow.

Continuous Delivery for organizations is mission-critical.  Continuous Integration and Continuous 
Delivery are both meaningless without Continuous Testing and Quality Monitoring. True Continuous 
Delivery warrants early automation, standardization, agility and enhanced risk management in their 
Quality Engineering processes.

And DevOps++ is the perfect vehicle to enhanced engineering productivity and predictable outcomes 
through sustained end-to-end automation:

Quality Engineering Automation  - Path to Continuous Testing

DevOps Automation - From Continuous Integration to Continuous Everything 

Support Automation Optimized through telemetry, machine learning, and 24x7 
L1/L2 support capabilities

DevOps ++

SUPPORT ENGINEERING AUTOMATION

RELEASE ENGINEERING AUTOMATION

QUALITY ENGINEERING AUTOMATION
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QUALITY ENGINEERING 
AUTOMATION WITH 
FEEDBACK LOOPS

In the traditional phased approach of 
development and testing, the responsibility  of 
testing and certifying the application’s security, 
stability, availability, and performance is solely 
owned by the quality or testing teams. Test 
efforts such as security testing in particular is 
pushed to the later stages of development or 
closer to customer releases. This leads to stability 
and performance issues getting uncovered with 
little or no time left to fix them. The situation 
precipitates and forces the organization to re-
prioritize tasks and disproportionately assign 

resources. Often expensive decisions are taken 
on architecture and code. All this affecting the 
balance of the organization and negatively 
influencing the morale and productivity of the 
engineering team.

In contrast to this chaotic approach, the 
DevOps++ approach adopts an integrated 
quality approach to that ensures quality across 
Code, Pipeline automation, Application and 
Customer Experience (A/B test automation). 
DevOps++ aims to make quality assurance a 
collective responsibility. Developers work with 
security and testing experts to design and 
deliver work in small batches throughout the 
product lifecycle. Automated tests that verify 
the stability and security of the application are 

DEV
Unit Tests

Jenkins
Server

Trigger
Jenkins Job

Service Virtualization

SVN Server

Commit
Changes

Feedback (Report Build Results)
back to DEV & QA

Build SUT
Build Test Automation
Executive Test Automation 
on SUT

Cost

No of  Test Scripts

Automated Unit Tests

Automated
UI Tests

Automated API/ 
Integration Service Tests

AC

Story Backlog

User Story

PO, DEV &
QA

QE

DEV & QA



www.digitalonus.comUS
Tel: +1.408.228.3490

MEXICO
Tel: +52.812.133.8200

INDIA
Tel: +91.22.6.704.9701/02

PAGE 10

run early in the development cycle to detect 
any issues.

While these activities ensure stability and 
security early in the cycle, DevOps++ also 
involves making available pre-approved 
libraries, packages, toolchains and processes for 
developers and operations which take care of 
frequent and common issues. This implies that 
engineering teams move from fragmented and 
non-standard automation efforts leveraging 
a spread of common technologies like scripts, 
agents, UI automation and API tests to a more 
robust continuous testing framework.

Another major cause for delays and 
incorrect implementation of features in 
software is communication breakdown and 
miscommunication. At the heart of DevOps++ 
lies the automated feedback cycles which 
delivers timely and contextual feedback 
to the development team so that they can 
adapt and make course corrections without 
introducing inordinate delays in delivery. A 
clear understanding of the expected operations 
and functionality of the business applications is 
as vital as the understanding of priorities, risks 
and performance measurement based on user 
feedback for all stakeholders to validate builds 
and evolve user experience.

By communicating constantly about the issues 
discovered at various stages of the application’s 
life cycle, the ownership of quality and security 
aspects do not lie only with the testing function. 
Rather, it becomes a collective responsibility 
across all teams. As this approach helps in 
addressing and preempting quality and security 
issues early in the cycles, it is not surprising 

that organizations realize a 30% boost in their 
productivity.

DEVOPS AUTOMATION

High-performing IT organizations deploy code 
30 times more frequently with 200 times 
shorter lead times; they have 60 times fewer 
failures and recover 168 times faster. 
Development approaches are witnessing a 
sea change across architecture, production 
environments, and release packaging. While 
organizations have been successfully pursuing 
Continuous Integration, Continuous Delivery of 
Agile Applications needs focused orchestration 
of containerization ecosystems such as docker. 
Organizations are adopting containerization 
as containers provide everything that an 
application needs from a file system to run 
smoothly. Platforms such as Docker give 
DevOps teams more control on deployments 
and give them the ability to bring up an 
alternate instance of a service in case of an 
outage or application down time. Unlike virtual 
machines that need its own Operating System, 
containers work with the features of the host 
Operating System and enables isolation of 
system resources. Each host can run multiple 
containers at the same time, reducing costs 
associated with provisioning of additional 
servers.

Additionally, with orchestration platforms such 
as Kubernetes and Docker Swarm, DevOps 
teams can manage deploy, maintain, and scale 
containerized applications across multiple 
hosts. 
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The DevOps ecosystem has seen a plethora 
of tools. Each tool brings to the table its own 
point solution on automation and management. 
However, this has led to a highly fragmented 
tools ecosystem. The DevOps++ approach 
calls for an integrated framework to automate 
Continuous Integration/Continuous Delivery 
workflows with best- of- breed technology 
options. The choice of implementing recent 
trends such as containers and microservices 
based architecture is ultimately driven by scale, 
infrastructure and availability demands. A well 
implemented continuous delivery workflow 
goes a long way in flexible and agile application 
development, testing, release and bug fixes.
The ultimate goal though, is to enable full self-

service for the engineering teams. It will be 
huge value addition for SMBs and Startups if 
they could access an on-demand, self-service 
infrastructure that orchestrates all the requisite 
services making available everything their 
development teams need to develop and host 
containerized applications. 

SECURITY IN DEVOPS
The idea that there’s no place in DevOps for 
security is a myth. While companies view 
adoption of a DevOps approach as a paradigm 
shift, they often fail to understand how security 
fits into the scheme of DevOps. Continuous 
Security is as much a criticality as Continuous 
Testing. Here are few practices to bring 

Cloud Infrastructure

Container Technology

Secure

Configuration 
Management & 
Infrastructure 
Automation
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continuous security into the DevOps fold.
• Leverage tools to secure, store, and   tightly 
    control access to tokens, passwords,   
    certificates, API keys, and other secrets that 
    are needed in the modern computing.
• Inject code analysis tools into the 
    development process, and enforce fixes 
    before deployment
• Automate attacks against pre-production 
    code, and prevent that code from reaching 
    production if they’re successful
• Continually test the production environment 
    for weaknesses in an automated fashion

SUPPORT AUTOMATION

To achieve the goal of DevOps, which is to 
deliver to customers in an on-demand mode 
with predictable quality, DevOps++ factors 
in the importance of automating Production 
Support and tightening the feedback loop to 
the development team. In startup and small/
mid-sized organizations, Development and 

Operations teams are required to be on-call for 
any issues that impact their services. Without 
a structured and automated L1/L2/L3 support 
system, organizations struggle keep track and 
be notified about any problems that happen on 
their services. It is therefore critical for DevOps 
teams to configure continuous monitoring for 
early alerts, build a strong analytics engine and 
automate response management.  

TELEMETRY 
During the coding phase, developers need 
to ensure they build telemetry into each of 
measurable parameter or feature. This enables 
data collection and analysis at later stages such 
as testing, staging, and deployment. 

STAGING
The staging phase is a good time to do some 
early A/B testing, which involves the following 
activities:
• Users are first categorized into different
 buckets based on various criteria.
• Multiple variants of the software is hosted
 for each user category, turning on features
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 incrementally. 
• Telemetry is used to monitor the users’
 actions and experience on each of the
 features that got turned on during the
 testing cycle. 

TECHNOLOGY & TOOLS
Virtual Assistants or Chatbots: Customers 
demand 24x7x365 support and this cannot be 
offered in a scalable manner without investing 
in automated support infrastructure such as 
virtual assistants or chatbots.  

Robust Support Infrastructure: 
• Exception notifications  and support tickets 
     need to be categorized and duplicates 
• Categorized items need to be routed 
     intelligently across the L1, L2, L3 escalation 
     matrix in Tech Support.
• A 24x7 Support Command Center needs to 
     be maintained to ensure  responsiveness 
     to support tickets.
•  Machine learning and telemetry must be  
     leveraged to gain vital insights into   
     production  issues.
• Timely updates in Knowledge Base must 

be done so that customers become self-
reliant.

OUTCOME-BASED 
DEVOPS++ AS SHARED 
SERVICES

From the discussion so far, it is evident that 
DevOps++ covers a vast landscape of tools and 
infrastructure, and requires specialized skill sets 
in automation and telemetry. The wide variety 
of development, testing, build, and hosting 
environments, and a range of tool choices 
and the associated skills make it unviable for 
startups and SMEs to implement end-to-end 
DevOps++, both from a cost and management 
overhead perspective. Add to this the costs 
associated with setting up and maintaining a 
24x7 support infrastructure. 
With a shared services provider taking charge of 
the automation and telemetry responsibilities, 
SME development teams are freed of the need 
to create and manage a complex set of tools 
and scripts in-house. 
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Shared Services providers who have the 
requisite resource pool and tools suite can work 
closely with the development teams of SMEs 
to implement a smooth pipeline of Continuous 
Integration and Continuous Delivery complete 
with QE Automation, Telemetry, and Service 
Automation.

A Shared DevOps++ Services model can give 
customers access to flexible and affordable 
packages so that initial costs are manageable. 
SMEs need to pay only for the type of services 
they utilize. As shared service providers typically 
have reference architectures, SMEs can get 
started with DevOps quickly.
The services model provides SMEs access to 
an on-demand skill pool with expertise on 
a wide range of DevOps infrastructure and 
tools. Leveraging a pool of skilled resources 
from the same time zone, SMEs can boost the 

productivity of their development teams as 
parallel activity tracks can be run smoothly. 

For instance, startups and SMEs in the California 
can derive 50% cost savings by engaging a 
Shared Services team operated from a location 
such as Mexico which has access to a rich talent 
pool with the requisite skill set.

Additionally, with DevOps++ teams set up in 
different time zones, support operations can 
be managed cost effectively and 24x7x365 
business continuity can be enhanced.

DIGITAL ONUS - PIONEERING DEVOPS++

At Digital OnUs, we have championed the adoption of DevOps++ among startups and mid-sized 
enterprises. We have handheld organization through their journey to maximized engineering 
productivity. We deploy shared and dedicated nearshore teams out of our Mexico delivery center 
that build expertise on your tech stack, achieving high productivity and lowering your deployment 
time-to- market.
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True Continuous Delivery is perhaps one conversation away.
Talk To Us!

US
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189 West Santa Clara Street,
San Jose,
CA 95113-1707,
Tel : 650.798.5067
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COLONIA RINCON DE SANTA MARIA
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Tel : +52.812.133.8200
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